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Little Leigh Primary School
Policy for Data Protection, Freedom of Information & the secure handling of
sensitive or personal information
This policy applies to all staff employed at Little Leigh Primary School.
Aims & Objectives
The aim of this policy is provide guidelines to enable staff, pupils and parents to
understand


How personal data should be stored, processed, archived and
deleted/destroyed.



How staff, pupils and parents can access personal data.

There is also guidance on Freedom of Information which covers other information held
by schools.
The objective of this policy is to ensure that the school acts within the requirements
of the Data Protection Act 1998 when retaining and storing personal data, and when
making it available to individuals, and the process of responding to enquiries for other
information is also legal under the Freedom of Information Act 2000 (in force from 1st
January 2005).
Data Protection – the law
Under the Data Protection Act 1998, and other regulating acts, access to their own
personal information is a statutory right for pupils (if they are of an age to understand
the information they request) and parents (as defined in the Education Act 1996) may
also request access to their child’s personal data.
School staff have a right of access to personal data on themselves.
Anyone has the right to question and correct inaccurate information, but this must be
matters of fact, not opinions.
Personal data should always be kept securely and protected by passwords if it is
electronic, and access to it should only be by those authorised to see it –
confidentiality should be respected. The law also provides that personal data should not
be kept longer than is required.
Third party data (information about someone other than the requesting individual)
should in general only be provided with their permission.

There should be a named person with overall responsibility for personal data within
each school. At Little Leigh Primary this is the Head Teacher.
This policy refers in particular to two kinds of information: personal and sensitive
information.
PERSONAL INFORMATION

SENSITIVE INFORMATION

One or more of the pieces of information
which can be used alongside public domain
information to identify any individual
Names & addresses (home/business)
including post codes, telephone numbers,
driving licence*, date of birth

Information about an individual whose
release is likely to cause harm or distress.

*included because encoded in the number
is the name and date of birth

Sensitive personal data as defined by s2
of the Data Protection Act, including
records relating to the criminal justice
system, group membership,
DNA/fingerprints, bank, financial
or credit card details, mother’s maiden
name, national insurance number, NHS
number, tax, benefit or pension records,
payroll records, employment records,
school attendance records, SEND records,
material relating to Child Protection or
safeguarding including housing.

Processing, storing, archiving and deleting personal data: guidance


Personal data and school records about pupils are confidential to the child. The
information can be shared appropriately within the professional working of the
school to enable the school to make the best educational provision for the child.
The law permits such information to be shared with other educational
establishments when pupils change schools.



School records for a child should be kept for 7 years after the child leaves the
school or until the child reaches 25 years of age (whichever is greater) and
examination records the same.



Data on staff is sensitive information and confidential to the individual, and is
shared, where appropriate, at the discretion of the Head Teacher and with the
knowledge and, if possible, agreement of the staff member concerned.



Employment records form part of a staff member’s permanent record. Because
there are specific legislative issues connected with these (salary and pension
details etc.) these records should be retained as set out by the LA.



Interview records, CV’s and application forms for unsuccessful applicants are
kept for 6 months.



All formal complaints made to the Head Teacher or School Governors will be
kept for at least seven years in confidential files, with any documents on the
outcome of such complaints. Individuals concerned in such complaints may have
access to such files subject to data protection and to legal professional privilege
in the event of a court case.

Accessing personal data: guidance


A child can request access to his/her own data. The request is not charged and
does not have to be in writing. The staff will judge whether the request is in the
child’s best interests, and that the child will understand the information
provided. They may also wish to consider whether the request has been made
under coercion.



A parent can request access to or a copy of their child’s school records and
other information held about their child. The request must be made in writing.
There is no charge for such requests on behalf of the child, but there may be a
charge for photocopying records – this is detailed in guidance available from the
Information Commissioner. Staff should check, if a request for information is
made by a parent, that no other legal obstruction (for example, a court order
limiting an individual's exercise of parental responsibility) is in force.



Parents should note that all rights under the Data Protection Act to do with
information about their child rest with the child as soon as they are old enough
to understand these rights. This will vary from one child to another, but, as a
broad guide, it is reckoned that most children will have a sufficient
understanding by the age of 12. Parents are encouraged to discuss and explain
any request for information with their child if they are aged 12 or over.



Separately from the Data Protection Act, The Education (Pupil Information)
(England) Regulations 2005 provide a pupil’s parent (regardless of the age of the
pupil) with the right to view, or to have a copy of, their child’s educational
record at the school. Parents who wish to exercise this right must apply to the
school in writing.



For educational records (unlike other personal data; see below) access must be
provided within 15 school days, and if copies are requested, these must be
supplied within 15 school days of payment.



A member of Cheshire West and Chester staff can request access to their own
records at no charge, but the request must be made in writing. The member of
staff has the right to see their own records, and to ask for copies of the
records. There is no charge for copies of records.



The law requires that all requests for personal information are dealt with within
40 days of receipt except requests for educational records (see above). All

requests will be acknowledged in writing on receipt, and access to records will be
arranged as soon as possible. If awaiting third party consents, the school will
arrange access to those documents already available, and notify the individual
that other documents may be made available later.


In all cases, should third party information (information about another
individual) be included in the information the staff will try to obtain permission
to show this information to the applicant, with the exception of information
provided by another member of school staff (or local authority staff) which is
exempt from a requirement for third party consents. If third party permission
is not obtained the person with overall responsibility should consider whether
the information can still be released.



Personal data should always be of direct relevance to the person requesting the
information. A document discussing more general concerns may not be defined as
personal data.



From 1st January 2005, when the Freedom of Information Act came into force,
a request for personal information can include unstructured as well as
structured records – for example, letters, emails etc. not kept within an
individual’s personal files, or filed by their name, but still directly relevant to
them. If these would form part of a wider record it is advisable to file these
within structured records as a matter of course and to avoid excessive
administrative work. These can be requested if sufficient information is
provided to identify them.



Anyone who requests to see their personal data has the right to question the
accuracy of matters of fact within the data, and to ask to have inaccurate
information deleted or changed. They may also question opinions, and their
comments will be recorded, but opinions do not need to be deleted or changed as
a part of this process.



The school will document all requests for personal information with details of
who dealt with the request, what information was provided and when, and any
outcomes (letter requesting changes etc.) This will enable staff to deal with a
complaint if one is made in relation to the request.

Fair processing of personal data: data which may be shared
Schools, local education authorities and the Department for Education (DfE) all hold
information on pupils in order to run the education system, and in doing so have to
follow the Data Protection Act 1998. This means, among other things that the data
held about pupils must only be used for specific purposes allowed by law. The school has
a Fair Processing or Privacy Notice which explains how personal data is used and with
whom it will be shared. This Notice is published here:

The Local Education Authority uses information about pupils to carry out specific
functions for which it is responsible, such as the assessment of any special educational
needs the pupil may have. It also uses the information to derive statistics to inform
decisions on (for example) the funding of schools, and to assess the performance of
schools and set targets for them. The statistics are used in such a way that individual
pupils cannot be identified from them.
Information on how to access personal data held by other organisations is given
below.
Pupils, as data subjects, have certain rights under the Data Protection Act, including a
general right of access to personal data held on them, with parents exercising this
right on their behalf if they are too young to do so themselves. If parents want to
request to access the personal data held about their child, they should contact:


the school in writing;



Cheshire West & Chester Council

http://www.cheshirewestandchester.gov.uk/your_council/data_protection_and_freedo
m_of/freedom_of_information_request.aspx
Access to other school information – guidance on Freedom of Information
Publication Schemes


Under the Freedom of Information Act 2000, all schools (primary, secondary
and nursery) should have a ‘publication scheme’ – essentially a formal list of the
types of non-personal information which the school produces or holds, and which
is readily accessible to staff, pupils and parents or other enquirers.



The publication scheme should be available as a hard copy and also posted on the
website (if the school has one).



Schools can link this document via their website to a list of publications with
details of contacts and costs, and any appropriate downloads.



The headteacher has overall responsibility for published information at Little
Leigh Primary School.

Requests for information


The Freedom of Information Act came into force on 1st January 2005. Under
this Act, all schools which receive a written or emailed request for information
which they hold or publish are required to respond within 20 working days.



The school will provide information on where to access the information required
e.g. the website link or details of a charge if the publication/ information is

charged, or send any free information. If the item is charged the school does
not need to provide it until the payment is received.


A refusal of any information requested must state the relevant exemption which
has been applied or that the school does not hold the information, and must
explain what public interest test has made if this applies.



If the information is published by another organisation (for example, Ofsted
reports, DCSF leaflets) the school can direct the enquirer to the organisation
which supplied the information or publication unless it is legal and possible to
provide the information direct (for example, a copy of the summary of an
Ofsted report, spare copies of a DCSF leaflet ).



It will not be legal to photocopy a publication in its entirety and supply this to an
enquirer unless the school owns the copyright – this is particularly important
where the original publication was a charged item.



The school will keep the original request and note against this who dealt with
the request and when the information was provided.



Any complaint about the provision of information will be handled by the Head
Teacher or another senior member of staff. All complaints should be in writing
and documented. The Publication Scheme will include information on who to
contact for both enquiries and complaints.



All enquirers should be advised that they may complain to the information
Commissioner if they are unhappy with the way their request has been handled.

Reviewing:
This guide and policy will be reviewed annually, and updated if necessary annually. The
Freedom of Information publication scheme should be reviewed regularly, with staff
checking if they add a new piece of recorded information to the school’s portfolio that
this is covered within the scheme.
General Guidance


For children on the child protection register or with sensitive family
circumstances only named adults can collect from school.



We do not provide information as to individuals employed at the school or
individuals on role to people telephoning whose identity cannot be verified.



Staff personnel files, SEN files, child protection/safeguarding files, looked
after children and Governor’s files are kept in a locked cabinet in the
headteacher’s office. Staff can access their own files and the SEN files for
children in their class or with whom they work. Child Protection files should be
signed and dated when accessed.



Electronic information held on staff (contract details etc.) is held on the server
in Schooldocs.



Sensitive information can be sent via e-mail if the e-mail address is encrypted
and secure. That is addresses ending .sch.uk, .ac.uk, .nhs.uk addresses such as
Hotmail, Gmail or yahoo or any ending in .com or .co.uk must not be used for
sending sensitive or personal information. The internal mail system is
sufficiently secure for confidential information to be e-mailed if you have the
recipient’s e-mail address and are not using a general admin address. School
based Gmail accounts X@littleleighprimary.cheshire.sch.uk are secure for
sending and receiving sensitive information.



If sending sensitive or personal information the sender should type
CONFIDENTIAL in the subject line or an e-mail or write CONFIDENTIAL on
the envelope is sending through the Local Authority internal mail or the post.



It is good practice to remove permanently sensitive or personal information
from e-mail address, especially accessed via any unencrypted device.



Particular care must be taken whenever printing sensitive or personal
information from the central printer, where photocopying and printing from
several computers can be printing at the same time. When printing any sensitive
or personal information all the papers must be collected from the printer
without delay. This is to maintain confidentiality within the school and also to
prevent papers becoming mixed up.



Staff must not share log-on details or permit others to use a workstation
logged-on with their details. When leaving a workstation, computers should be
locked or logged-off.

Guidance specific to Teaching Staff


All information relating to children including any names, attainment data and
personal records are stored on the staff area of the server.



Children do not have access to the staff area of the Server. Documents and
material staff may wish to use in class should be copied into a public area such
as pupil files or work share.



No child’s data or information can be shared with any parent other than the
child’s own. This includes any information about the behaviour of another child.



No personal or sensitive information should be stored on staff laptop hard
drives or on home computers. A staff log on is insufficient protection in the
event of a school laptop being stolen as this is not encryption.



Personal or sensitive information may only be taken off site if using an
encrypted memory stick (NOT a password protected file on Word, as this is not
secure).



Teaching staff and the School Business Manager have encrypted memory sticks.
If the password is forgotten any information on the stick is irretrievable.



Staff should be mindful of only keeping data on a memory stick while they are
using it. As soon as it is not needed it should be saved on the school’s server.



When setting passwords for their memory sticks staff should make an effort to
not having it easily guessed. A mix of upper case, lower case, numbers and
symbols is good.



Avoid easy to decode passwords such as date of birth, your name with I
replaced with 1 or S replaced with 5, ‘password’, ‘12345’ ‘Liverpool’ is number 81
of all passwords and easily cracked by anyone wishing to access information.

Guidance specific to Administration and Office Staff


Members of staff in the office have a strict protocol regarding telephone
requests for information. No personal or sensitive information about any of the
school community is given out by telephone and no information can be divulged
about pupils, including whether or not they are on roll at Little Leigh, unless this
procedure has been followed.



Protocol: Should anyone contact the school requesting this type of information a
contact number and the name of the department or line manager must be
requested unless the member of staff is confident they can verify the caller’s
identity. School staff then call back, having checked the n umber is genuine, and
that the caller has a bona fide reason for requesting the information.



The procedure outlined above is followed rigorously and if a member of staff
has any concerns about a request then it is referred to the Business Manager or
the Headteacher before the call is returned.

Guidance specific to Governors


All information in Part 2 of meetings is held in a locked filing cabinet in the
headteacher’s office.



The headteacher’s reports and minute’s part 1 can be accessed via a secure log
on to the Portal. Part 2 information is not available either through e-mail or the
portal.



Part 2 minutes are printed for the meeting and Governors can use a quarter of
an hour before the meeting to read these. Paper copies are shredded at the end
of the meeting with one copy held in the Governor’s file. Electronic files are held
on the server in Schooldocs.



Governors should not hold sensitive information at home either electronically or
on paper.

Electronic Information


All confidential and sensitive information is held on the headteacher’s area of
the server within schooldocs and is only accessible via her or the deputy
headteacher’s log-on. Some personal information is held within schooldocs such
as addresses and contact details for staff and on SIMS, the school information
management system.



No confidential information is stored on work share or any area of the server
where it could be accessed by children or routinely by staff.



Staff personnel files and lesson observation records are held on the
headteacher’s secure area of the server.



Child Protection, Safeguarding and Looked after Children data relating to
individual children, their family or adults working in school is held in the
headteacher’s secure area of the server.



Staff accessing confidential information electronically must log out before
leaving the computer.

Information Sharing
Information is shared within school and with other agencies on a need to know basis.
Sensitive and personal information shared should be shared with caution and in order
for the receiving individual to better support the individual about whom the information
is held.
Within school information regarding safeguarding should be shared with the designated
teacher (currently the headteacher) or the deputy designated teacher (either
Assistant Headteacher) only. The designated leader/deputy for Safeguarding will then
share with other agencies as appropriate.
Teaching Assistants working one to one with a child, teachers of children with a
statement of SEND and the SENCO will share personal and confidential information
with personnel from other agencies who work directly with that child.
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